Crypto Project Scams on
Twitter

A EDUCATIONAL CONTENT ONLY A
This guide documents illegal activities for awareness and protection
purposes




g¢ CRITICAL LEGAL WARNING &z

" Securities fraud punishable by up to 20 years in prison
" Wire fraud with penalties up to $1 million and 30 years imprisonment
" Money laundering charges with severe criminal penalties
' Tax evasion resulting in additional criminal charges

" Civil lawsuits from victims seeking damages

" International law enforcement cooperation and extradition
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Chapter 1: The Anatomy of Crypto
Scams on Twitter

Cryptocurrency scams on Twitter have evolved into sophisticated operations that
exploit human psychology, technical ignorance, and regulatory gaps. Understanding

their structure is crucial for protection.

The Crypto Scam Ecosystem

The fraudulent crypto project landscape operates through interconnected networks of

bad actors, each playing specific roles in the deception.

Core Components of a Crypto Scam

The Founders: Anonymous or pseudonymous operators

The Shillers: Paid promoters and influencers

The Technical Team: Developers creating backdoors

The Community Managers: Creating fake hype

The Exit Team: Money laundering specialists

Common Scam Categories

1. Rug Pulls

Projects designed from inception to steal investor funds:

 Liquidity removal after launch

« Minting functions allowing infinite token creation



e Hidden contract functions to drain funds

« Fake audits and security reports

2. Pump and Dump Schemes

Coordinated price manipulation for profit:

Artificial price inflation through wash trading

Coordinated buying to create FOMO

Influencer-driven hype campaigns

Sudden coordinated selling at peak

3. Honeypot Scams

Tokens that can be bought but not sold:

Smart contract restrictions on selling

Whitelisted addresses only for sales

Time-locked liquidity with hidden unlocks

Fee structures making sales unprofitable

The Scale of Crypto Fraud

Over $7.8 billion stolen in crypto scams in 2021

Average rug pull nets $2.8 million

90% of new tokens are scams or fail within months

Twitter is the primary platform for crypto fraud promotion

The Psychology of Crypto Scams

Exploited Human Tendencies

1. Greed: Promise of 1000x returns



2. FOMO: Fear of missing the next Bitcoin
3. Technical Ignorance: Complex terminology confusion
4. Social Proof: Fake community enthusiasm

5. Authority Bias: Fake expert endorsements

Twitter's Role in Crypto Scams

Why Twitter is the preferred platform for crypto fraudsters:

Viral Reach: Information spreads rapidly

Influencer Culture: Easy to buy influence

Anonymous Accounts: Hide real identities

Real-time Communication: Create urgency

Crypto Twitter Culture: Built-in audience

Legal Consequences Overview

Securities Fraud: Most tokens are unregistered securities
Wire Fraud: Using internet for fraudulent schemes
Money Laundering: Converting stolen crypto to fiat

Tax Evasion: Unreported illicit gains

RICO Violations: Organized crime statutes apply

The Scammer's Timeline

¢ Phaset: Conception (1-2 months before)

Create token, website, whitepaper, social accounts

® Phase 2: Community Building (1 month before)




Recruit shillers, create fake hype, buy followers

Phase 3: Pre-Launch (2 weeks before)

Influencer partnerships, fake partnerships announced

Phase 4: Launch (Day 0)

Token sale, immediate price manipulation

Phase 5: Exit (Days 1-30)
Gradual or sudden fund extraction

» Universal Red Flags

o Anonymous team with no verifiable history
« Promises of guaranteed returns

o Pressure to buy immediately

« Paid celebrity endorsements

« No real utility or use case

o Copied whitepaper content

» Fake partnership announcements

» Bot-filled Telegram/Discord

_____________________________________________________________________



Chapter 2: Pre-Launch
Manipulation Tactics

The pre-launch phase is where scammers lay the groundwork for their fraud, creating

an illusion of legitimacy and building artificial hype.

Creating the lllusion

Method: Fake Project Development

The setup process:

1. Copy existing project's code and whitepaper

2. Create professional-looking website using templates
3. Generate fake team profiles with stock photos

4. Design token logo and branding materials

5. Write grandiose roadmap with impossible promises

Website and Whitepaper Deceptions

» Plagiarized Content: Copying from legitimate projects

Technical Jargon: Confusing language to seem sophisticated

Fake Statistics: Made-up market research and projections

Stock Photography: Generic images implying partnerships

Hidden Domain Registration: Using privacy services

Building Fake Credibility



Artificial Social Proof Creation

The Credibility lllusion Toolkit

Buy 50,000+ Twitter followers ($200-500)

Purchase verified badges through black market

Create 20+ fake news articles on paid sites

Buy fake LinkedIn profiles for "team members"

Generate fake audit reports from unknown firms

The Influencer Scam Network

1. Micro-Influencers: Pay $50-200 for promotional tweets
2. Mid-Tier Influencers: $500-5,000 for endorsements
3. Fake Influencers: Bot accounts posing as experts

4. Compromised Accounts: Hacked verified accounts

Fake Followers Website Development
$200-500 $500-2000
Influencer Payments Bot Networks
$5000-50000 $1000-5000

Community Manipulation

Method: Fake Community Building

Creating artificial engagement:




Telegram groups with 90% bot members

Pre-written conversation scripts for shillers

Fake testimonials from "early investors"

Coordinated Twitter raids on critics

Artificial Twitter Spaces with paid speakers

Psychological Manipulation Tactics

"Diamond Hands" Culture: Shaming sellers as weak

Cult-like Messaging: Us vs. them mentality

False Scarcity: "Only 1000 whitelist spots!"

Social Pressure: "Everyone is buying!"

WAGMI Mentality: We're all gonna make it (together)

Pre-Sale Manipulation

Whitelist Scams

1. Create artificial demand through "exclusive" whitelist
2. Require extensive social media tasks for entry

3. Sell whitelist spots through back channels

4. Use whitelist data for future scams

5. Never actually honor whitelist promises

KYC and Doxxing Dangers

Scammers collecting personal information through:

» Fake KYC requirements stealing identity documents

o Whitelist forms harvesting personal data

» Discord verification requiring phone numbers



« Wallet connection phishing sites

Twitter-Specific Pre-Launch Tactics

Coordinated Twitter Campaigns

Hashtag Hijacking: Taking over trending crypto tags

Reply Spam: Bots replying to every crypto tweet

Fake Giveaways: "Send 1ETH, get 2 back!"

Thread Manipulation: Viral threads about the project

Space Coordination: Fake Twitter Spaces with shills

The Shill Script Template

Common phrases used by paid promoters:

e "Just found this hidden gem! ¢*"

« "Don't miss the next 1000x! NFA DYOR"
» "Devs are doxxed and based!"

« "Strongest community I've ever seen!"

« "My bags are packed! LFG!"

Technical Preparations

Smart Contract Deceptions

1. Hidden Functions: Backdoors for draining funds
2. Honeypot Code: Preventing sales after purchase
3. Mint Functions: Ability to create unlimited tokens

4. Fee Manipulation: Hidden 99% sell fees



5. Fake Renouncement: Appearing to give up control

Pre-Launch Legal Violations

False Advertising: Deceptive marketing practices
Identity Theft: Using others' photos/names
Computer Fraud: Hacking and phishing

Conspiracy: Coordinated fraudulent activity

» Pre-Launch Red Flags

o Team refuses video calls or live appearances

« Whitepaper contains obvious errors or plagiarism
« Unrealistic promises (1000x guaranteed!)

o Pressure to commit funds before launch

e No clear use case beyond "investment"

« Fake partnership announcements

» Bot-like community engagement

« Aggressive marketing with no substance

_____________________________________________________________________




Chapter 3: The Pump and Dump
Playbook

The pump and dump scheme is the most common crypto scam, involving artificial price

inflation followed by coordinated selling. This chapter exposes the detailed mechanics.

The Pump Phase

Method: Coordinated Price Manipulation

Step-by-step pump process:

1. Launch token with limited initial liquidity
2. Use multiple wallets to create fake volume
3. Coordinate buying through private groups
4. Trigger FOMO through price charts

5. Amplify hype on Twitter with bots

Wash Trading Techniques

o Self-Trading: Buying and selling between own wallets

Volume Inflation: Creating illusion of high demand

Price Laddering: Gradual increases to seem organic

Spoofing: Large fake orders to manipulate perception

Front-Running: Trading ahead of promoted buys

Twitter Amplification Strategies



Manufacturing Viral Moments

The Viral Tweet Formula

Screenshot of massive (fake) gains

Emotional success story

Call to action with token symbol

30+ bot accounts ready to engage

Paid retweets from "influencers"

Coordinated Twitter Tactics

1. The Launch Tweet: Announcing "live now!"
2. Gain Porn: Fake portfolio screenshots
3. FOMO Threading: "Still early!" narratives
4. Whale Watching: Fake large buyer alerts
5. Momentum Building: "Just broke ATH!"
® Hour 1: Token launches, initial pump begins
® Hour 2-4: Heavy Twitter promotion, influencer posts

® Hour 4-8: FOMO peaks, retail buyers enter

® Hour 8-24: Gradual sell-off begins

f Day 2-7: Complete dump, project abandoned

The Dump Execution

Coordinated Sell-Off Strategies




Staggered Selling: Multiple wallets selling gradually

Liquidity Removal: Pulling pooled funds

Social Silencing: Banning critics from channels

Blame Shifting: "Whales sold, not our fault!"

False Hopes: "Buy the dip!" messaging

Exit Strategies

1. The Slow Bleed: Gradual selling over days
2. The Flash Crash: Instant liquidity removal
3. The Resurrection: Fake "V2" token swap

4. The Blame Game: "We got hacked!"

5. The Pivot: "Changing project direction"

Money Flow and Laundering

Method: Crypto Laundering Techniques

How scammers hide stolen funds:

Tornado Cash and mixing services

Chain hopping through bridges

Converting to privacy coins

OTC deals with criminal networks

Fake exchange accounts

Average Pump Cost Typical Take



$50K-200K $500K-5M

Laundering Fees Net Profit

10-30% $350K-3.5M

Psychological Warfare

Manipulating Investor Psychology

Anchoring: Setting false price expectations

Social Proof: "Everyone is buying!"

Loss Aversion: "Don't miss out!"

Herd Mentality: Following the crowd

Confirmation Bias: Ignoring red flags

Common Pump Messages

"This is going to $1 easily!"

o "Whales are accumulating!"
e "Major announcement coming!"
« "Last chance before moon!"

» "Holding until 100x!"

Technical Indicators of P&D

Chart Patterns

1. Vertical Price Spikes: Unnatural rapid rises



2. Volume Anomalies: Huge volume from nowhere
3. Thin Order Books: Easy to manipulate
4. Wallet Concentration: Few wallets hold majority

5. Transaction Patterns: Obvious coordination

Pump & Dump Legal Consequences

Market Manipulation: Federal felony charges
Securities Fraud: Up to 20 years prison

Wire Fraud: Additional 20 years possible
Criminal Forfeiture: Loss of all assets

Civil Penalties: Triple damages to victims

» Pump & Dump Red Flags

« Sudden coordinated social media activity

e Price increases without news or development
o Anonymous team pushing urgency

» Restricted selling or high sell taxes
 Influencers promoting with disclaimers

» Chart looks like a hockey stick

» Volume doesn't match holder count

» Coordinated "hold the line" messaging
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Chapter 4: Fake Team and
Celebrity Endorsements

Creating false credibility through fake team members and celebrity endorsements is a

cornerstone of crypto scams. This chapter reveals how scammers manufacture trust.

Fake Team Creation

Method: Identity Fabrication

Building fake team profiles:

1. Purchase stock photos or use Al-generated faces
2. Create fake LinkedIn profiles with history

3. Steal real developers' accomplishments

4. Generate fake university credentials

5. Build false employment histories at major companies

Common Fake Credentials

« "Ex-Google/Apple/Microsoft" - Never verifiable

« "Blockchain Expert since 2009" - Predating most technology
o "MIT/Stanford Graduate" - Easy to claim, hard to verify

o "Serial Entrepreneur" - Vague and meaningless

« "DeFi Pioneer" - Unverifiable claim

Identity Theft Methods



« Stealing real developers' photos and names
o Creating slight variations of known experts
« Using deceased persons' identities

« Hiring actors for video calls

» Deepfake technology for fake videos

Celebrity Endorsement Scams

Fake Endorsement Tactics

1. Photoshopped Images: Celebrities "holding" project logos
2. Out-of-Context Quotes: Misrepresenting statements

3. Fake Social Media: Impersonator accounts

4. Paid Cameos: Tricking celebrities into endorsements

5. False PR Releases: Fake news sites

The Celebrity Scam Playbook

Create fake screenshot of celebrity tweet

Share across multiple bot accounts

Generate fake news articles about endorsement

Use celebrity's name in marketing materials

Create fake "partnership" announcements

Influencer Manipulation

Paying for False Credibility



Micro-Influencer Mid-Tier Influencer

$100-500 $1K-10K

Major Influencer Celebrity Cameo

$10K-100K $500-5K

Influencer Scam Networks

Paid Shill Groups: Coordinated promotion teams

Fake Influencers: Built-up bot accounts

Compromised Accounts: Hacked verified users

Kickback Schemes: Profit sharing with promoters

Fake Partnership Announcements

Method: False Association

Creating illusion of major partnerships:

Using company logos without permission

Vague wording implying relationships

Fake email screenshots

Misrepresenting basic services as partnerships

Creating fake joint venture announcements

Common Fake Partnerships

1. "Partnering with Amazon" - Using AWS = Partnership

2. "Google Backed" - Using Google Ads



3. "Banking Partner" - Having a bank account
4. "Government Approved" - Basic registration

5. "NASA Technology" - Complete fabrication

Twitter Verification Manipulation

Blue Check Black Market

Buying verified accounts ($5K-50K)

Hacking verified users

Creating fake verification badges

Using similar Unicode characters

Exploiting Twitter Blue confusion

Deepfake and Al Threats

Emerging technologies making scams more convincing:

Al-generated team member photos

Deepfake video endorsements

Voice cloning for fake calls

Automated persona management

Al-written whitepapers and content

The "Doxxed" Team lllusion

Fake Transparency Tactics

1. Sharing fake personal information
2. Creating elaborate backstories

3. Fake family photos and personal details



4. Scripted "casual" team videos

5. Fake office locations and addresses

Red Flags in Team Profiles

« Generic job titles with no specifics

« LinkedIn profiles created recently

« No mutual connections in crypto space
» Stock photo reverse image results

« Inconsistent biographical details

« No verifiable past projects

Legal Implications

Identity and Endorsement Fraud Laws

Identity Theft: Federal crime, 15-30 years

Wire Fraud: Using fake identities online

False Advertising: FTC violations

Trademark Infringement: Using company logos
Defamation: False association damages

Right of Publicity: Using likeness without permission

Due Diligence Techniques

Verifying Team Members



« Reverse image search all photos

e Check LinkedIn profile creation dates
« Verify claimed employment history

« Search for past project involvement

e Request video calls with team

o Check domain registration details

» Team & Endorsement Red Flags

« Team members have no crypto history before project
o Celebrities "endorsing" have never mentioned crypto
» LinkedIn profiles all created same month

o Team photos look like stock images

« Vague partnership announcements

« No team member does live videos

o Endorsements only on unknown news sites

o Celebrity endorsements through bot accounts

- o mm mm mm mm o mm mm m mm Em mm mm  mm M mm mm m mm M mm M M M M mm M M mm e mm M mm M e mm m mm mm o mm e mm mm m mm mm mm mm e = e



Chapter 5: Technical Deceptions
and Smart Contract Tricks

The technical layer of crypto scams involves sophisticated smart contract
manipulations designed to steal funds while appearing legitimate. Understanding these

is crucial for protection.

Smart Contract Backdoors

Method: Hidden Functions

Common backdoor implementations:

« Hidden mint functions for infinite token creation
» Pausable contracts that lock user funds

o Owner privileges that aren't truly renounced

» Fee functions that can be set to 100%

« Blacklist functions preventing specific addresses from selling

Code Obfuscation Techniques

1. Complex Inheritance: Hiding functions in parent contracts
2. Assembly Code: Low-level code harder to audit

3. External Calls: Malicious logic in external contracts

4. Time Locks: Delayed activation of malicious code

5. Proxy Patterns: Upgradeable contracts with hidden changes



Honeypot Mechanisms

Buy-Only Functions: Can purchase but not sell

Dynamic Fees: 99% sell tax activated later

Cooldown Exploits: Increasing delays prevent selling

Gas Limit Tricks: Sells require impossible gas amounts

Balance Checks: Only whitelisted wallets can sell

Liquidity Pool Manipulations

Rug Pull Mechanisms

Types of Liquidity Scams

« Unlocked Liquidity: Can be removed instantly

Short Lock Periods: 1-week locks seeming secure

Fake Lock Contracts: Appearing locked but accessible

Migration Scams: "Moving to V2" to steal funds

Flash Loan Attacks: Draining pools through loans

Initial Liquidity Tricks

1. Add minimal liquidity to keep price volatile
2. Use borrowed funds for temporary liquidity
3. Create multiple pools to confuse traders

4. Manipulate K values in AMM formulas

5. Front-run large purchases with team wallets



Fake Audit Reports

Method: Audit Deception

Creating false security impressions:

Photoshopping legitimate audit company reports

Creating fake audit companies

Auditing different code than deployed

Hiding critical vulnerabilities from auditors

Using "pending audit" claims indefinitely

Audit Red Flags

Unknown audit firms with no history

Audit reports not on auditor's website

Very brief or vague audit reports

No GitHub commit hash verification

Audit dated after token launch

Token Distribution Scams

Unfair Launch Tactics

Team Allocation "Marketing" Wallet

40-60% 20-30%

Hidden Wallets Public Sale



10-20% 5-10%

Tokenomics Deceptions

1. Hidden Team Wallets: Split across many addresses
2. Fake Burns: Sending to accessible addresses

3. Vesting Loopholes: Early unlock mechanisms

4. Reflection Scams: Rewards going to team wallets

5. Tax Manipulation: Changing tax rates post-launch

Cross-Chain Bridge Exploits

Bridge Scam Techniques

Fake bridge websites stealing funds

Centralized bridges with admin keys

Infinite minting on destination chain

Bridge "hacks" by the team itself

Delayed bridge processing to manipulate price

DeFi Protocol Exploits

Yield Farming Scams

o Infinite Mint Exploits: Minting rewards from nothing

Migration Rugs: Moving staked funds to team

Timelock Bypasses: Emergency functions without delay

Oracle Manipulation: Fake price feeds for profit

Sandwich Attacks: Front-running user transactions



Staking Contract Tricks

Withdrawal functions that don't work

Hidden fees eating all rewards

Stake locks extending indefinitely

Reward calculations favoring team

Emergency withdrawal stealing funds

Twitter Technical Deceptions

Fake Technical Credibility

1. Posting complex-looking code screenshots

2. Using technical jargon to confuse

3. Fake GitHub activity and commits

4. Misrepresenting basic functions as innovation

5. Creating fake developer accounts for support

Technical Fraud Consequences

Computer Fraud: Malicious code deployment
CFAA Violations: Unauthorized access charges
Securities Fraud: Technical misrepresentations

Criminal Conspiracy: Coordinated technical attacks

Technical Due Diligence



« Verify contract source code on Etherscan
» Check for verified audits on auditor sites
e Look for renounced ownership proofs

« Analyze token distribution on-chain

o Test with small amounts first

o Use contract analysis tools

» Technical Red Flags

« Contract not verified on block explorer

« No time lock on critical functions

o Team holds admin keys after "renouncing"
« Audit report not verifiable

« Complex fee structures

« Upgradeable contracts without governance
» Large team token allocations

e No bug bounty program
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Chapter 6: Community Building
and FOMO Creation

Creating artificial communities and manufacturing FOMO (Fear of Missing Out) are
psychological weapons in the scammer's arsenal. This chapter exposes these

manipulation tactics.

Artificial Community Creation

Method: Bot-Powered Communities

Building fake engagement ecosystems:

1. Purchase 10,000+ Telegram bot members ($500)
2. Script conversations between bots

3. Create fake success stories and testimonials

4. Coordinate "organic" growth patterns

5. Silence and ban any critics immediately

Community Platform Manipulation

o Telegram: Bot members, scripted conversations

Discord: Fake active users, staged voice chats

Twitter: Coordinated engagement groups

Reddit: Vote manipulation, fake discussions

YouTube: Paid reviews, fake testimonials



The Cult-Building Playbook

« Create in-group language and memes
» Establish "diamond hands" culture

o Demonize sellers as "paper hands"

o Promise exclusive benefits to holders
o Foster us-vs-them mentality

« Encourage recruiting friends and family

FOMO Engineering Tactics

Psychological Triggers Exploited

1. Scarcity: "Only 1000 spots available!"

2. Urgency: "Sale ends in 2 hours!"

3. Social Proof: "10,000 people already joined!"
4. Authority: "Endorsed by crypto experts!"

5. Loss Aversion: "Don't miss the next Bitcoin!"

FOMO Amplification Techniques

» Fake sell-out announcements

« Artificial price pumps during promotion
» Staged "whale" purchases

o Countdown timers for fake deadlines

o Limited whitelist spots that aren't limited

o False claims of institutional interest




Twitter FOMO Campaigns

?

¢ Day -7: "Big announcement coming" teases

Day -3: "Whitelist filling fast" warnings

Day -1: "Last chance" messaging everywhere

Launch Day: "Selling out NOW" spam

Day +1: "Still early" desperation posts

Coordinated Twitter Tactics

Reply Trains: Bots replying "LFG!" to every tweet
Quote Tweet Campaigns: Fake excitement sharing
Trending Manipulation: Coordinated hashtag usage
Space Brigading: Flooding Twitter Spaces

Influencer Coordination: Timed promotional posts

Fake Success Stories

Method: Manufactured Social Proof

Creating false success narratives:

» Photoshopped portfolio screenshots

Fake testimonials from "early investors"

Staged Lambo photos and luxury displays

Bot accounts sharing "life-changing" stories

Paid actors for video testimonials

Common Fake Success Patterns




1. "l turned $100 into $100,000!"

2. "Quit my job thanks to [TOKEN]!"
3. "My whole family is now invested!"
4. "This project changed my life!"

5. "I'm buying more every day!"

Shill Army Management

Shill Team Leader

$2K-5K/month

Bot Network

$1K-3K setup

Shill Coordination Tactics

Daily talking points and narratives

Raid coordination on critics

Reward systems for top shillers

Script templates for responses

Exploiting Crypto Culture

Cultural Manipulation Points

Private Telegram groups for instructions

Active Shillers

$500-1K/month

Influencer Bribes

$5K-50K total

« WAGMI: "We're all gonna make it" false unity

o Diamond Hands: Shame for selling at profit



 HODL Culture: Hold while scammers dump
o Ape Mentality: Invest without thinking

« Degen Pride: Risky behavior glorification

Event-Based FOMO

Fake Milestone Announcements

1. "Major exchange listing coming!" (never happens)
2. "Celebrity partnership secured!" (fake)

3. "Institutional investment confirmed!" (lie)

4. "Revolutionary update launching!" (nothing)

5. "Massive burn event scheduled!" (meaningless)

AMA (Ask Me Anything) Scams

o Pre-screened questions only

« Fake technical difficulties for hard questions

« Paid audience members asking softball questions
» False promises and roadmap lies

e Banning anyone asking real questions

The Echo Chamber Effect

Information Control Tactics

« Instant Bans: Remove any criticism
o FUD Labeling: All concerns are "FUD"

« Gaslighting: Making critics seem crazy



« Love Bombing: Overwhelming positivity

 Information Silos: Only positive news allowed

Legal Risks of Community Manipulation

False Advertising: Fake testimonials are illegal
Market Manipulation: Coordinated buying/selling
Harassment: Organizing attacks on critics

Fraud: Deceptive practices for financial gain

Recognizing Real Communities

Organic growth patterns over time

Diverse opinions and healthy debate

Transparent team communication

Focus on technology over price

Real user engagement, not just hype

Constructive criticism is welcomed

» Community & FOMO Red Flags

« Telegram with SO0K members but no real conversation
» Every message is positive price prediction

o Critics instantly banned and deleted

« Constant urgency and deadline pressure

« No technical discussion, only price talk

o Same phrases repeated by many accounts



« Fake scarcity claims proven false

e Success stories that seem scripted



Chapter 7: Exit Strategies and
Disappearing Acts

The final phase of crypto scams involves extracting maximum value while avoiding

consequences. This chapter reveals how scammers disappear with millions.

The Exit Timeline

¢ T-30 Days: Begin reducing social media activity
® T-14 Days: Start moving funds to mixing services
® T-7 Days: Create distraction drama or "hack"

® T-0: Execute final extraction

f T+1Day: Delete social accounts, go dark

Exit Scam Varieties

Method: The Slow Rug

Gradual value extraction:

Slowly sell team tokens over weeks

Gradually reduce liquidity

Decrease marketing while blaming "market conditions"

Stop development while making excuses

Eventually abandon project claiming "failure"



Common Exit Strategies

1. The Hard Rug: Instant liquidity removal

2. The Hack Excuse: "We got hacked!" disappearance
3. The Migration Scam: "Moving to V2" theft

4. The Regulation Excuse: "SEC shut us down"

5. The Team Drama: Fake internal conflicts

Money Extraction Techniques

Fund Extraction Methods

Liquidity Drainage: Remove pooled funds

Marketing Wallet Abuse: Drain "marketing" funds

Development Fund Theft: Empty treasury

Fee Extraction: Collect accumulated fees

Mint and Dump: Create new tokens to sell

Laundering the Proceeds

Crypto Laundering Chain

1. Split funds across multiple wallets

2. Use mixing services (Tornado Cash, etc.)
3. Convert to privacy coins (Monero)

4. Move through multiple chains

5. Cash out through OTC or compromised KYC



Mixing Fees Chain Hopping

1-5% 2-10%

OTC Premium Total Loss

5-15% 10-30%

Digital Footprint Erasure

Covering Tracks

Delete All Social Media: Twitter, Telegram, Discord

« Remove Websites: Take down all project sites

« Abandon GitHub: Delete or private repositories

e Scrub Archives: DMCA requests to Wayback Machine

 Fake Deaths: Sometimes claim team member died

Method: The Blame Game

Deflecting responsibility:

1. Blame market conditions for failure

2. Accuse community of not supporting enough
3. Claim competitors sabotaged project

4. Invent regulatory pressure stories

5. Create fake hack narratives

The "Hack" Exit Scam



Staging a Fake Hack

1. Move funds to attacker wallet (their own)

2. Post dramatic "we've been hacked" message
3. Provide fake evidence and transaction hashes
4. Promise investigation that never concludes

5. Gradually stop responding to community

Common "Hack" Indicators

No immediate attempt to freeze funds

Vague technical explanations

No law enforcement involvement

Team seems unconcerned about losses

Funds move to exchanges without recovery attempts

International Hideouts

Jurisdiction Shopping

No Extradition Countries: Moving to safe havens

Crypto-Friendly Nations: Weak regulations

Identity Changes: New passports and documents

Shell Companies: Complex ownership structures

Offshore Banking: Traditional finance integration

The Recycling Scam

Reusing the Same Playbook



Wait 6-12 months for heat to die down

Create new identities and project

Use same tactics with slight variations

Target different geographic regions

Leverage learnings from previous scam

Legal Aftermath

Why Scammers Get Caught

Blockchain Permanence: All transactions traceable
KYC Traces: Exchange records exist

Digital Footprints: IP addresses, emails
Accomplice Testimony: Partners often flip
Lifestyle Changes: Sudden wealth is noticeable

Repeat Patterns: Same methods identify criminals

Law Enforcement Response

1. Blockchain analysis firms trace funds
2. International cooperation increases
3. Exchange freeze orders implemented
4. Social media subpoenas issued

5. Financial forensics reveal identities

Post-Scam Recovery Steps



o Document everything immediately

e Report to FBI IC3 and local authorities

« Contact exchanges to freeze funds
 Join victim groups for class action

« Monitor scammer wallets for movement

o Alert community to prevent others

» Exit Scam Warning Signs

» Team becomes less responsive
o Development updates stop

o Marketing budget suddenly cut
o Key team members "leave"

o Technical issues multiply

« Liquidity slowly decreasing

o Excuses replace progress

o Community moderators abandon posts
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Chapter 8: Protecting Yourself and
Due Diligence

The best defense against crypto scams is knowledge and vigilance. This final chapter

provides comprehensive protection strategies and due diligence frameworks.

Pre-Investment Research

Essential Due Diligence Checklist

v Verify team identities through multiple sources

Vv Check contract code on Etherscan

v Confirm audit reports with audit firms

v Analyze token distribution on-chain

v Research team's previous projects

v Verify all partnership claims

v Check liquidity lock status and duration

v Read community sentiment across platforms

Research Tools and Resources

1. Etherscan/BSCScan: Contract verification

2. Token Sniffer: Automated scam detection

3. Honeypot Checker: Test if tokens can be sold
4. Bubble Maps: Wallet connection analysis

5. DEXTools: Trading pattern analysis



Red Flag Recognition System

The 10 Commandments of Scam Detection

1. Anonymous team = Extreme caution

2. Guaranteed returns = Always a scam
3. Pressure tactics = Walk away

4. Unverified code = Don't invest

5. No real utility = Speculation only

6. Fake partnerships = Dishonest team

7. Bot-filled community = Artificial hype
8. Complex tokenomics = Hidden traps

9. No audit trail = High risk

10. Too good to be true = Itisn't true

Safe Investment Practices

Risk Management Rules

1% Rule: Never invest more than 1% in new projects

Test Transactions: Always test with small amounts

Diversification: Spread risk across projects

Exit Strategy: Plan your exit before entry

Emotion Control: Never invest based on FOMO

Wallet Security Best Practices

« Use hardware wallets for large holdings

» Never share seed phrases or private keys



Use separate wallets for testing new projects

Enable all available security features

Regularly revoke token approvals

Be cautious with wallet connections

Community Verification

Analyzing Social Signals

1. Organic Growth: Gradual follower increases
2. Real Engagement: Meaningful conversations
3. Diverse Opinions: Not just moon boys

4. Technical Discussion: Beyond price talk

5. Transparent Communication: Open team dialogue

Smart Contract Analysis

Contract Red Flags to Avoid

Mint functions accessible by owner

« Pausable transfers without timelock

o Changeable fees or tax rates

« Blacklist functions for addresses

» Hidden or obfuscated code sections
» No source code verification

« Proxy contracts without transparency

Reporting and Recovery



If You've Been Scammed

1. Act Immediately: Time is critical
2. Document Everything: Screenshots, transactions

3. Report to Authorities:

o FBIIC3 (ic3.gov)
o FTC (reportfraud.ftc.gov)
o Local law enforcement

o SEC if securities involved

4. Alert Exchanges: Try to freeze funds

5. Warn Community: Prevent others' losses

Your Legal Rights

Civil lawsuits for fraud and damages

Class action participation with other victims
Criminal complaint rights

Restitution if criminals caught

Tax loss deduction possibilities

Building Scam Resistance

Educational Resources

Follow Security Experts: Learn from professionals

Join Legitimate Communities: Quality over hype

Study Past Scams: Learn from history

Technical Education: Understand blockchain basics



« Financial Literacy: General investment knowledge

Questions to Ask Every Project

1. What problem does this solve?

2. Who is the team and are they real?

3. Is the code audited and verified?

4. What's the token distribution?

5. Is liquidity locked long-term?

6. Are there any red flags in the contract?
7.1s the community organic or artificial?
8. Are the promises realistic?

9. What's the exit strategy?

10. Can | afford to lose this investment?

The Psychology of Protection

Avoiding Emotional Decisions

FOMO Resistance: There's always another opportunity

Greed Check: If it seems too good, it is

Peer Pressure: Make independent decisions

Sunk Cost Fallacy: Know when to cut losses

Confirmation Bias: Seek opposing viewpoints

Building a Skeptical Mindset

» Assume guilty until proven innocent

» Verify everything independently



Trust actions, not words

Look for what's NOT being said

Question aggressive marketing

Be comfortable missing out

Community Protection

Being a Responsible Community Member

1. Share Knowledge: Educate newcomers

2. Report Scams: Alert authorities and platforms
3. Support Victims: No victim blaming

4. Promote Transparency: Demand openness

5. Challenge Hype: Ask hard questions

The Future of Crypto Safety

Evolving Threats

Al-Generated Content: Harder to detect fakes

Deepfake Technology: Fake video proof

Cross-Chain Complexity: New attack vectors

Regulatory Arbitrage: Jurisdiction shopping

Social Engineering 2.0: More sophisticated tactics

Staying Protected Long-Term

o Continuous education and adaptation
» Strong network of trusted sources

o Technical knowledge development
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o Emotional intelligence cultivation

o Community engagement and support

» Final Universal Warning Signs

Pressure to act immediately

» Promises of guaranteed profits

» Requests for private keys or seeds

« Unverifiable team or technology

o Cult-like community behavior

» Attacking questioners or critics

o Complex schemes with no clear utility
» Focus on price over product

e Too many red flags to ignore
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Conclusion: The Cost of Crypto Fraud

This guide has exposed the dark underbelly of crypto scams on Twitter - not to enable
these practices, but to arm potential victims with knowledge. The methods described
here represent serious crimes that destroy lives, steal life savings, and undermine the

legitimate potential of blockchain technology.

Remember: These Are Serious Crimes

Securities fraud: Up to 20 years in federal prison

Wire fraud: Up to 30 years imprisonment




Money laundering: Additional 20 years possible

Criminal forfeiture: Loss of all assets
Lifetime ban from financial markets

International prosecution and extradition

For Potential Scammers: The blockchain is permanent. Every transaction you make is
recorded forever. Law enforcement capabilities improve daily. The money you steal will
never be worth the paranoia of looking over your shoulder for the rest of your life.

There is no safe way to run these scams.

For Potential Victims: Your best defense is education, skepticism, and community.
Never invest more than you can afford to lose. Always do your own research. Trust
your instincts - if something feels wrong, it probably is. There are legitimate

opportunities in crypto, but they don't require rushing or abandoning common sense.

For the Crypto Community: We all have a responsibility to call out scams, support
victims, and build a better ecosystem. The future of decentralized finance depends on

trust and integrity. Every scam hurts not just the victims, but the entire space.

The Path Forward

Build with integrity. Invest with wisdom. Protect your community. Report
crimes. Support victims. Choose the hard path of honest success over the

temporary gains of deception.

Together, we can create a crypto ecosystem that rewards innovation,

honesty, and real value creation.

Stay Safe. Stay Ethical. Stay Educated.






